Protocoale de nivel aplicatie:

DNS

DNS

Servicii oferite:
 translatie Hostname «» IP address
* Host aliasing
— Canonical and alias names
* Mail server aliasing
* Load balancing

— servere web (ex: www.google.com) cu un singur nume canonic i multe adrese
1P

Realizare: baza de date distribuita




Arhitectura DNS
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Arhitectura DNS
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¢ Arhitectura ierarhica

* root DNS servers nu au Inregistrari de host, ci doar de servere
autoritative pt. TLD

e TLD = Top-Level Domain (.com, .edu, .gov etc)
* ccTLD = country-code TLD (.ro, .ca, .fr etc)




Root servers
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root servers: fisierul named.root (partial)

. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4
A.ROOT-SERVERS.NET. 3600000 AAAA 2001:503:BA3E::2:30

; FORMERLY NS1.ISLEDU
. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A  192.228.79.201

; FORMERLY C.PSL.NET
. 3600000 NS C.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET. 3600000 A 192.33.4.12

; FORMERLY TERP.UMD.EDU
. 3600000 NS D.ROOT-SERVERS.NET.
D.ROOT-SERVERS.NET. 3600000 A 128.8.10.90

; FORMERLY NS.NASA.GOV
. 3600000 NS E.ROOT-SERVERS.NET.
E.ROOT-SERVERS.NET. 3600000 A 192.203.230.10

; FORMERLY NS.ISC.ORG

. 3600000 NS F.ROOT-SERVERS.NET.
F.ROOT-SERVERS.NET. 3600000 A 192.5.5.241
F.ROOT-SERVERS.NET. 3600000 AAAA 2001:500:2F::F




domeniul .in-addr.arpa
pina acum: translatie nume > adresa

invers (reverse lookup): translatie adresa = nume

exemplu: cine are adresa 141.85.43.10 ?
raspuns: www.elcom.pub.ro

o este TLD cel mai din dreapta
141. este octetul cel mai semnificativ, cel mai din stinga

deci, scris ca DNS:
— domeniul de top va fi .141
— subel va fi .85.141 (domeniul pentru care NS de la UPB este autoritativ)
— subel vafi.43.85.141 (domeniul pentru care NS de la elcom este autoritativ)
— hostul va fi 10.43.85.141
— toate sint sub TLD numit .in-addr.arpa
— hostul este 10.43.85.141.in-addr.arpa.

autoritativ vs. non-autoritativ

un server intoarce un raspuns din baza sa de date

un server ntoarce un raspuns primit printr-o alta
interogare DNS

* Exemplu: (program de interogare manuala: nslookup)




recursiv vs. iterativ
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exemplu de dns query, p. 1

* Exemplu: (program de interogare manuala: dig)




exemplu de dns query, p. 2

DNS caching

* un NS introduce in cache orice mapping rezolvat

intrarile Tn cache dispar dupa un timp
timpul de cache = cimpul TTL din inregistrarea autoritativa
(configurat de administratorul fiecarui domeniu)

serverele TLD se afla, tipic, mereu in cache-ul serverelor locale
root-servers TTL = 3600000 sec = 1000 ore

* consecintd: root-servers interogate rar




Inregistrari DNS

DNS: resource records (RR)

RR fOF‘mGT: (name, value, type, ttl)

e Type=A
— name is hostname

— wvalue is IP address

* Type=AAAA
— name is hostname
— wvalue is IPv6 address
* Type=NS
- name is domain (e.g. foo.com)

— wvalue is IP address of
authoritative name server for this
domain

* Type=CNAME
— name is alias name for some
“cannonical” (the real) name

www.ibm.com is really

servereast.backup2.ibm.com

— wvalue is cannonical name

e Type=MX
— wvalue is name of mailserver
associated with name

Vezi exemple 1n fisierele de configurare pentru company.com

Protocolul DNS; mesaje

- protocol UDP, port 53
- acelasi format de mesaje
pentru query si reply

msg header

* identification: numar pe 16 biti
pt. cerere; raspunsul contine
acelasi numar

e flags:
— query or reply
— recursion desired
— recursion available
— reply is authoritative

identification flags T
number of questions number of answer RRs 12 bytes
number of authority RRs | number of additional RRs l
questions

{variahle number of questians)

answers
{variable number of resource records)

authority
{variable number of resource records)

additional information
{variable number of resource records)




Mesaje DNS
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additional “helpful”" __—]
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Mesaje protocol DNS (1)

root@matrix:~# dig www.harvard.edu

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 13115

;; flags: gr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 4,
ADDITIONAL: 4

;; QUESTION SECTION:

;www.harvard.edu. IN A
;; ANSWER SECTION:
www.harvard.edu. 77 IN CNAME
dlmldapedjoasw.cloudfront.net.
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.129.64
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.129.116
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.130.68
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.130.140
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.130.181
dlmldapedjoasw.cloudfront.net. 60 IN A 54.240.184.147
dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.128.23




Mesaje protocol DNS (2)

dlmldapedjoasw.cloudfront.net. 60 IN A 54.230.128.52

;; AUTHORITY SECTION:

dlmldapedjoasw.cloudfront.net. 1608 IN NS ns-971.awsdns-
57.net.

dlmldapedjoasw.cloudfront.net. 1608 IN NS ns-1225.awsdns-
25.0rg.

dlmldapedjoasw.cloudfront.net. 1608 IN NS ns-1641.awsdns-
13.co.uk.

dlmldapedjoasw.cloudfront.net. 1608 IN NS ns-261.awsdns-
32.com.

;; ADDITIONAL SECTION:

ns-261.awsdns-32.com. 95796 IN A 205.251.193.5

ns-971.awsdns-57.net. 114924 IN A 205.251.195.203

ns-1225.awsdns-25.0rg. 23268 IN A 205.251.196.201

ns-1641.awsdns-13.co.uk. 165200 IN A 205.251.198.105

;7 Query time: 200 msec

;; SERVER: 141.85.43.10#53(141.85.43.10)
;; WHEN: Tue Mar 17 13:12:34 2015

;; MSG SIZE rcvd: 405

Mesaje protocol DNS (3)

root@matrix:~# tcpdump -n -s 0 port 53

13:09:39.723245 IP 141.85.43.58.58643 > 141.85.43.10.53:
30881+ A? www.harvard.edu.

13:09:39.723726 IP 141.85.43.10.53 > 141.85.43.58.58643:
30881 9/4/4 CNAME dlmldapedjoasw.cloudfront.net., A
54.230.128.209, A 54.230.129.113, A 54.230.130.170, A
54.230.131.17, A 54.240.184.74, A 54.240.184.101, A
54.240.184.182, A 54.230.128.5]..]

Sintaxa tcpdump request DNS:
src > dst: id op? flags gtype gclass name

+ = recursion desired

Sintaxa tcpdump reply DNS:
src > dst: id op rcode flags a/n/au type class data

a/n/au = nr. de raspunsuri, nr. de inregistari NS si nr.
de raspunsuri suplimentare (9/4/4)




Exemplu de configurare

Fisierele de configurare BIND (Berkeley Internet Name Domain)
pentru NS-ul domeniului company.com

/etc/named.conf
/etc/named.boot
/etc/domain/localhost
/etc/domain/127.0.0
/etc/domain/company.com
/etc/domain/192.168.42

/etc/resolv.conf  (pe orice PC, nu doar pe NS)

/etc/named.conf

// This is an example of a name server configuration for BIND version 8.

// This is the directory where the rest of the files reside.
options {

directory "/etc/domain";

}i

zone ", {
type hint;

file "named.root"; // This file should be picked up from
}; // ftp://ftp.rs.internic.net/domain/named.root

zone "localhost" {
type master;

file "localhost";
}i

zone "0.0.127.in-addr.arpa" {
type master;
file "127.0.0";

7

zone "company.com" { // The file "company.com" should reside in
type master; // the /etc/domain/ directory, and you
file "company.com"; // have to create it yourself.

}i

zone "42.168.192.in-addr.arpa" { // The file "192.168.42" should reside in
type master; // the /etc/domain/ directory, and you
file "192.168.42"; // have to create it yourself.




/etc/named.boot

directory /etc/domain

cache . named.root

; This file should be picked up from

; ftp://ftp.rs.internic.net/domain/named.
root

primary localhost localhost
primary 0.0.127.in-addr.arpa 127.0.0

primary company.com company.com

; The file "company.com" should reside in
; the /etc/domain/ directory, and you

; have to create it yourself.

; This is the part of the DNS database that will translate your IP

primary 42.168.192.in-addr.arpa 192.168.42
; The file "192.168.42" should reside in

; the /etc/domain/ directory, and you

; have to create it yourself.

/etc/domain/localhost

; The serial number was generated in the year 1998, month 09
; (September), the 29th day of the month, and it was the first version
; (00) that day.

; If you change this file, you must restart the "named" process.

localhost. SOA dns.company.com. hostmaster.company.com. (
1998092900 ; Serial number

86400 ; Refresh 1 day

7200 ; Retry 2 hours

3600000 ; Expire 41.67 days

172800 ) ; Minimum TTL 2 days

localhost. NS dns.company.com.

localhost. A 127.0.0.1

OBS: SOA = Start Of Authority




/etc/domain/127.0.0

0.0.127.in-addr.arpa. SOA dns.company.com. hostmaster.company.com.

1998092900 ; Serial number
86400 ; Refresh 1 day

7200 ; Retry 2 hours

3600000 ; Expire 41.67 days
172800 ) ; Minimum TTL 2 days

0.0.127.in-addr.arpa. NS dns.company.com.

1.0.0.127.in-addr.arpa. PTR localhost.

(

/etc/domain/company.com

company.com. SOA dns.company.com. hostmaster.company.com. (
1998092900 ; Serial number

86400 ; Refresh 1 day

7200 ; Retry 2 hours

3600000 ; Expire 41.67 days

172800 ) ; Minimum TTL 2 days

company.com. NS dns.company.com.
; This is the hostname of your name server.

company.com. NS ns2.isp.net.
; This is the hostname of a slave name server.

company.com. MX 0 mailserver.company.com.
; This is the hostname of your mailserver;

; The following is the list of computers at your site

dns.company.com. A 192.168.42.2
mailserver.company.com. A 192.168.42.3
computerl.company.com. A 192.168.42.12
server-nt.company.com. A 192.168.42.17
www.company.com. A 192.168.42.33
pcl.company.com. A 192.168.42.51
pc2.company.com. A 192.168.42.52
pc3.company.com. A 192.168.42.53
macserver.company.com. A 192.168.42.217




/etc/domain/192.168.42

42.168.192.in-addr.arpa. SOA dns.company.com. hostmaster.company.com. (
1998092900 ; Serial number

86400 ; Refresh 1 day

7200 ; Retry 2 hours

3600000 ; Expire 41.67 days

172800 ) ; Minimum TTL 2 days

42.168.192.in-addr.arpa. NS dns.company.com.
; This is the hostname of your name server.

42.168.192.in-addr.arpa. NS ns2.isp.net.
; This is the hostname of a slave name server.

; The following is the list of computers at your site.
2.42.168.192.in-addr.arpa. PTR dns.company.com.
3.42.168.192.in-addr.arpa. PTR mailserver.company.com.
12.42.168.192.in-addr.arpa. PTR computerl.company.com.
17.42.168.192.in-addr.arpa. PTR server-nt.company.com.
33.42.168.192.in-addr.arpa. PTR www.company.com.
51.42.168.192.in-addr.arpa. PTR pcl.company.com.
52.42.168.192.in-addr.arpa. PTR pc2.company.com.
53.42.168.192.in-addr.arpa. PTR pc3.company.com.
217.42.168.192.in-addr.arpa. PTR macserver.company.com.

/etc/resolv.conf

# /etc/resolv.conf
search company.com
nameserver 192.168.42.2
nameserver 4.4.4.4

nameserver 8.8.8.8

OBS: /etc/resolv.conf nu face parte din configurarea nameserverului,
ci a resolverului; se va afla pe TOATE calculatoarele din domeniu, nu
doar pe nameserver.
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